Cybersecurity References and Whitepapers for
Federal Contractors

Video summary of NIST MEP technical review of ACR 2 CUI Cybersecurity Program with respect
to compliance with NIST 800-171 and DFARS 252.204-7012. NIST technical staff concluded that
the ACR 2 program met or exceeded all DFARS and NIST 800-171 requirements. Review was
recorded with the consent of all parties and a link to the recorded video is shown below.

https://www.acr2solutions.com/Documents/NIST%20Review%20Summary%20ACR%20DFARS%
20cCompliance%20090117.7z

New federal cybersecurity requirements for handling Controlled Unclassified Information (CUI)
https://www.acr2solutions.com/Documents/New%20Cyberse;curity%20Rules%20Federal%20Re
gister.pdf

NIST Special Publication 800-171 - Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations — located at
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171.pdf

NIST Special Publication 800-53 - Security and Privacy Controls for Federal Information Systems
and Organizations — located at
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

Automating NIST Cybersecurity Risk Assessments — whitepaper. Located at
https://www.acr2solutions.com/Documents/Automating Risk Management.pdf

ACR 2 CUI Cybersecurity Program Quickstart Guide for DOD Contractors under DFARS -
https://www.acr2solutions.com/Documents/CU1%20quickstart%20guide%20DFARS.pdf

Video version of ACR 2 CUI Cybersecurity Program Quickstart Guide -
https://www.acr2solutions.com/Documents/ACR%202%20Quickstart%20Guide%200n%20Cyber
security%20for%20Small%20Manufacturers.7z
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